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Using smart video analytics to improve operations in healthcare facilities

Security and Safety:  
General Overview  
and Trends

INTRODUCTION

The Internet of Things (IoT) has reached many areas of our economy and 
life and is developing fast. Through advances in technology, a wide range 
of devices and systems can be connected to build smart ecosystems. 
These include security cameras, which are already used in almost every 
hospital and other healthcare facilities today.

There is massive potential for owners and system integrators to create 
significant added value for their patients and business customers. In this 
white paper we want to give you an idea of the technical possibilities and 
show you areas where smart security cameras make healthcare facilities 
not only safer, but also help optimize operations.

Smart surveillance is key

Powerful security cameras in healthcare facilities provide video data, smart 
apps on the cameras analyze data and trigger appropriate actions. Video 
surveillance that required complex computer systems in the past are now 
executed directly on the devices. Handling has become more simple and 
user-friendly and the benefits are enormous.

 

Requirements for safety & security in healthcare become increasingly 
complex due to stricter legal regulations and voluntary commitments 
within the industry. While current operations and technologies are reaching 
their limits, Artificial Intelligence and Big Data create new opportunities to 
take security and operations in healthcare to the new level.

“Smart video based solutions can improve the 
efficiency and the quality of care in acute, post 
acute and long term care facilities through 
patient centric innovation.”

Hartmut Schaper
CEO of Azena
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Significant accident risks exist not only in major healthcare facilities 
where hundreds or thousands of people gather daily. In fact, the hospital 
environment in general is burdened with complex inherent risks. Smart 
video technology can help to significantly improve security, increase 
patient and employee confidence and reduce risk-related costs for 
insurance or even damage repair. 

In this paper, we have compiled a number of applications illustrating how 
smart cameras can help to take security and efficiency in healthcare 

Use smart video technology to protect against  
fire & smoke

Fire and smoke can cause devastating damage in healthcare facilities 
where many people are gathered in confined spaces, partly bed-ridden and 
not able to move on their own. Therefore, prevention and early detection 
of fire and smoke in health care facilities is first priority. Security cameras 
equipped with AI video analytics can help with 24/7 surveillance.

Example: AI Tech’s Fire & Smoke Detection allows security managers in 
healthcare facilities to detect hazards early and reliably without having to 
constantly monitor video streams of surveillance cameras. AI technology 
enables security cameras to analyze video data and distinguish dangerous 
from harmless situations, e.g. menacing smoke from cigarette smoke, 
sunlight from fire, etc. Smart video analytics helps avoid false alarms.

#1 Improve Security

The Potential of IoT in 
Health Care & Nursing 
Facilities

IOT EXCELLENCE IN HEALTHCARE

http://www.azena.com
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Use smart technology to protect against  
theft & intrusion

Theft is a significant problem, especially in large healthcare facilities where 
thousands of people come and go every day. During rush hours, it is almost 
impossible to continuously monitor access to buildings and to restricted 
areas within buildings. Thieves are not only after patients’ valuables, but 
also medical equipment, materials and drugs. 

Industry experts estimated that theft costs hospitals in the U.S. upwards of 
$52 million per year. Smart surveillance cameras can help to better protect 
hospitals against theft and limit the damage.

Example: Perimeter Protection by IntelliVision is a video analytics solution 
for security cameras, which allows to detect intrusion into healthcare 
facilities from outside and crossing virtual lines inside buildings, to separate 
e.g. intensive care units and other restricted areas from public areas. The 
app allows human operators to define an unlimited number of areas and 
virtual lines within a scene, so that the functionality can be fully adapted to 
individual needs and onsite conditions.

Find further information 
& download AI Tech’s fire 
& smoke detection in our 
Application Store

“Fire is one of the most primeval threats in 
history. AI video technology takes fire and smoke 
detection in healthcare facilities to the next level”

Ajay Kattige
Solutions Consultant at Azena

SOURCE

Assessing the Financial 
Impacts of RFID 
Technologies on the Retail 
and Healthcare Sectors  
pharmamanufacturing.com

http://www.azena.com
http://pharmamanufacturing.com
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Use smart technology to detect fallen & 
helpless people

The 2006 International Patient Safety Goals (IPSG) require JCI-accredited 
hospitals to reduce the risk of patient harm from falls. Every healthcare 
facility dedicated to the well-being of patients should care and take 
appropriate measures. Smart surveillance cameras can help detect spills 
when they occur and take appropriate action in time.

Example: SEMANTIVE fall detection enables IoT cameras to monitor and 
analyze the behavior of patients, visitors and staff in real-time. Equipped 
with AI video analytics, cameras automatically detect whether a person 
stands upright, lies on the floor or is sitting, and alerts staff in case of 
unusual behavior. This makes every walk from bed to toilet much safer, 
especially for the elderly and disabled patients.

Find further information 
& download AI Tech’s fire 
& smoke detection in our 
Application Store

Find further information 
& download SEMANTIVE’s 
fall detection in our 
Application Store

http://www.azena.com
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Other areas in which smart cameras can improve 
safety & security

• Ensure staff & visitors comply with hygiene regulations: Social 
distancing and wearing masks are key to preventing, or at least slowing 
down, the transmission of COVID-19 from person to person. Security 
cameras equipped with AI video analytics can help ensure that people 
comply with hygiene regulations at any time.

Example: Geutebrück’s Face Mask Detector for security cameras uses 
AI to recognize whether persons walking towards the camera wear a 
protective mask or a mouth-nose-protection. If a person without a mask 
is detected an action can be triggered, e.g. a prompt can be given via 
digital displays.

• Prevent vandalism and other criminal activities: Major healthcare 
facilities with winding corridors and juxtaposed public and restricted 
areas cannot be monitored 100% even with conventional video 
surveillance. AI cameras can help detect suspicious behavior in real-
time and reduce the risk of criminal activities.

• Customize patients’ autonomy in psychiatry: Security cameras 
equipped with privacy-compliant facial recognition enable new ways 
of security management tailored to patients’ individual abilities and 
limitations rather than treating all patients equally. Patients with fewer 
mental limitations could be given more room to move within and 
around buildings than patients with more severe limitations.

Find further information 
& download Geutebrück’s 
Face Mask Detector in our 
Application Store

http://www.azena.com
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Safety and security are key to patient experience in hospitals and other 
healthcare facilities. However, security cameras equipped with AI can make 
healthcare not only safer but also more convenient for patients by helping 
optimize healthcare and nurturing operations.

Use smart technology to protect patients’ privacy

Many countries have strict legal requirements for video surveillance 
in healthcare facilities. In the U.S., for example, the Health Insurance 
Portability and Accountability Act (HIPAA) of 1996 protects the privacy 
and security of patient protected health information (PHI) transmitted 
and maintained in any form or medium. Smart video analytics can help to 
protect sensitive patient data e.g. on computer screens captured  
by cameras.

Example: Dynamic Privacy Mask by TNG Technology protects sensitive 
information and privacy by hiding a configurable set of objects such as 
laptops, keyboards and even people in video data. This allows enhanced 
monitoring of e.g. elderly and dementia patients in their rooms without 
violating their privacy.

#2 Improve patient 
experience

Find further information & 
download TNG’s Dynamic 
Privacy Mask in our 
Application Store

http://www.azena.com
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Other areas in which smart cameras can improve 
patient experience

• Reduce waiting times at receptions and emergency rooms: When many 
people arrive at the same time, bottlenecks and waiting times occur 
and affect overall customer experience. Intelligent video surveillance 
can help to detect occupancy early and call for more staff, as is already 
done at retail checkouts.

• Adapting air conditioning to room occupancy: Smart cameras can 
detect how many people are in one place over a period of time and 
help to adjust the ventilation or heating system as needed.

• Optimizing lighting in buildings: AI video analytics enables surveillance 
cameras to analyse the lighting conditions inside healthcare facilities 
and, connected with IoT building control  adjust the lighting as needed.

The Internet of Things is about connecting devices and processing data in 
a smart way. Security cameras equipped with AI can analyze video data in 
real-time and automatically trigger appropriate actions to relieve humans 
from recurring jobs. This is where technology unlocks great potential for 
process automation to make operations more efficient.

How smart cameras improve healthcare operations

• Smart emergency entry and registration management: Connected to 
patient admission and registration systems, smart security cameras 
can register patient transport access by automatically logging timings, 
license plate numbers and parties involved. This helps staff to increase 
operational speed and quality.

• Prevent parking violations in surrounding areas: Camera apps like 
Sparkline’s ParkingProtect provide real-time parking protection for 
gateless parking lots. Using computer vision the App enables IoT 
Cameras to detect parking violations in real-time and alert security 
services if needed.

#3 Improve healthcare 
operations

http://www.azena.com
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• Optimize entry & storage of goods: Just like logistics and storage 
facilities, healthcare facilities could benefit from smarter processing 
and storage of goods using AI video analytics. Security cameras 
equipped with object recognition make it easy to recognize suppliers 
by their vehicle license plates and thus automatically control access 
to facilities. Other cameras apps specialize in detecting and reporting 
objects, such as misplaced packages.

With our Camera OS, you are free to install as many different apps on your 
cameras as you like and combine them as needed. With just a few clicks 
you turn your cameras into real business all-rounders!Whether in 

security, patient 
experience, or 
operations, flexible 
smart cameras 
are business all-
rounders

http://www.azena.com
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What is technically possible and helps to manage healthcare security 
and operations more easily and efficiently will soon become established. 
Much of what smart video analytics can do is already used to make public 
buildings such as airports, stations and shopping malls safer and smarter. 
It’s only a matter of time till this is also popular in hospitals and other 
healthcare facilities.

Artificial intelligence and machine learning enable increasingly smart 
technologies that help to make healthcare business not only safer but 
also more profitable. That is why now is the best time for operators of 
healthcare facilities to deal with the latest technological developments  
in IoT.

Devices and systems in IoT will soon be able to communicate with each 
other without human assistance and automatically perform tasks that 
humans do today. Our goal at Azena is to help shape groundbreaking 
innovations and turn security cameras into business all-rounders for 
healthcare and other industries.

IoT Excellence in healthcare facilities

IoT is about organizing devices, software and data intelligently so that 
a measurable business benefit for owners and operators of commercial 
buildings is created as fast and sustainably as possible. The technological 
platform, which brings all three areas together, plays an important role  
in this.

At Azena, we have developed a platform that is open to products from 
a wide range of manufacturers and developers. On this platform, new 
applications for compatible camera systems can be quickly and easily 
tested and implemented.

The Future of IoT in 
Healthcare

IOT EXCELLENCE IN HEALTHCARE

http://www.azena.com
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The four most important stepstones you need to 
estabilish in order to achieve IoT excellence.

 
Explaining all of the criteria necessary to make the IoT a success in your 
business would exceed the scope of this white paper. We therefore intend 
to focus on the area of technology, and in particular networked security 
cameras, and to provide a number of suggestions for planning and 
implementing your own systems.

Security camera manufacturers are increasingly equipping their products 
with AI functionality. This is made possible by a new generation of powerful 
microprocessors – known as neural chipsets – installed in the devices. As 
a result, highquality cameras are already providing sufficient processing 
power for complex applications, such as video analysis within the camera 
itself. These technical opportunities entail specific requirements for any 
hardware that you intend to use. 

Requirements for IoT cameras in health care & 
nursing facilities

Processing power: Powerful microprocessors enable complex  
video analysis applications to be operated in the camera itself.

Functionality: Software applications can be installed and updated  
without the camera having to be replaced.

Data protection: Data is analyzed and interpreted in real time,  
which means that anonymized analytical results can be processed 
exclusively, instead of video data.

#1 Devices

Requirements  
for IoT Technology

IOT EXCELLENCE IN HEALTHCARE

http://www.azena.com
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A fleet of devices Wi-Fi or Cellular 

connectivity

A''s and t"ird-'arty 

services

IoT platforms are the link between networked devices and systems that 
store, process and analyze data. Moreover, platforms provide basic 
functions for IoT application management and reporting. The challenge 
for you as a user is to find the right platform for your needs. Today, more 
than 450 IoT platforms are available, but not all are suitable for every 
requirement in the transportation.

#2 Platforms

“We have developed a platform that provides 
health care & nursing facilities precisely the 
right infrastructure they need for IoT.”

IOT EXCELLENCE EXEMPLIFIED

A Simplified Structure of an IoT Platform

Fabio Marti
IoT Specialist

http://www.azena.com
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Requirements for an IoT Platform  
in health care & nursing facilities 

Data Analysis The platform provides analytical tools and AI applications  
in order to extract the greatest benefit from IoT data.

Edge Functions: These are an important component of decentralized data 
processing, enabling networked devices to analyze data onsite.

Data Exchange: Data can be exchanged with other systems  
via standard interfaces.

Development Environment for Apps: The platform provides development 
tools and standards for prototyping, reporting and access management.

Marketplace for IoT Applications: Apps for a wide range of functions  
are very straightforward to install and test on networked devices.

Device Management: Functions and software on IoT devices  
from different manufacturers can be centrally managed and maintained 
using a standard operating system.

Connectivity: Various protocols and data formats are merged  
in a common software interface to enable the flow of data between  
the networked devices. 

There are already numerous IoT applications for security cameras available 
for you to choose from, the majority of which are operated in the devices 
directly. Although in the past this would have meant high installation and 
maintenance costs, applications are now simple to install and update – 
much like the apps for your smartphone found in app stores. 

The operating systems that these ap-plications run on are also very similar 
to those on smartphones, and some are even based on Android or iOS,  
for example.

#3 IoT Applications

http://www.azena.com


INSIGHTS |  2021 

15

Using smart video analytics to improve operations in healthcare facilities

azena.com

Requirements for IoT Apps

Standards: Quality standards for app development and a standard 
operating system in the app store ensure high quality and compatibility  
for the apps.

Installation & Updates: Installing and updating via an app store  
simplifies the testing process for applications while minimizing risk.

Parallel Operation: Multiple apps can be used in parallel  
on a single security camera.

In order to protect IoT systems in your company against attacks  
and manipulation by third parties, applications must meet high security 
standards. You should therefore only source apps from developers  
who comply with these standards. Furthermore, the IoT platform that  
you use should guarantee a secure flow ofdata between the devices  
and applications.

Requirements for IoT Apps for Security

Data protection: Data is analyzed and interpreted within the cameras 
immediately, which means that anonymized analytical results can be 
processed exclusively, instead of video data.

Data transfer: The flow of data within the IoT platform should have  
end-to-end security against outside access and manipulation.

#4 Security

Ensuring security for smart 
platforms is vital to create 
excellence in the use of IoT.

http://www.azena.com
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The First Steps  
Toward IoT Excellence
Many IoT projects fail because users aim  
to achieve too much all at once. 

It is best to plan and implement your projects in small, predictable stages 
– especially if you are new to using the IoT with security cameras. Start 
with projects that deliver success quickly and with low risk. This approach 
allows you to gather initial experience and continue to develop your IoT.
The technology strategy you employ for your IoT must take into account 
and document all business, technical and operational requirements and 
limitations. In addition, your strategy should take into account not just 
current but also future business requirements and adapt to business and 
technological changes. The following overview outlines the phases, tasks 
and activities involved in implementation.

2

Define delivery approach

Define security solutio�

Develop prototype

Evaluate prototype

Refine architecture

Assess risks and mitigation approach

DEFINE

4

Provision devices

Integrate data, applications

Deploy management solutio�

Measure

DEPÔOÏ

5

Maintenance

Automatio�

Monitoring

Measure achievements

Fine tune solution, architecture, processes

Scale up

OPERATE

3

Device specification, 'a2ricatio�

Provider evaluation, engagement

Plat'orm integratio�

Testing

DELEÔOP

1

Define 2usiness o2\ectives

Assess skill gaps and 2uild teaR

Define success criteria

Setup IoT �oy

Engage IoT architects

Define re'erence architecture

PREPARE

Simple Steps Towards Implementing IoT

http://www.azena.com
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Outlook: impressive
market potential and
good opportunities for 
IoT applications in the 
image processing sector

LOOKING AHEAD

Smart video analytics offers the potential to increase security, efficiency 
and the patient experience in healthcare facilities.

The Internet of Things is growing day by day and connected devices 
are becoming smarter and more versatile. Modern security cameras are 
capable of delivering more than just video data. More powerful processors, 
faster data processing and artificial intelligence have given them the ability 
to draw more from data: Smart video analytics not only add security to 
healthcare, but also help you to optimize processes and operations in 
facilities.

The devices and software applications required are already out there. We at 
Azena want to ensure that the implementation of new innovative solutions 
in your facilities or those of your customers is as simple, cost-effective and 
flexible as possible.

Stay up to date about current developments in the Internet of Things with 
our insights: azena.com/insights
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About us 

At Azena, we connect camera manufacturers, SoC 
providers, application developers, VMS providers, 
and systems integrators through a game-changing 
platform. Our goal is to accelerate the speed of 
innovation for security cameras and applications that 
make use of AI and computer vision. 

Azena is a fully owned but independent Bosch company head-quartered in 
Munich, founded in September 2018. 

Our Platform

We have designed a global platform for security 
camera applications. 

Today, we offer a free and open operating system for security cameras, 
a development tool kit for app developers and an Application Store for 
integrators as well as a device management portal. 

For more detailed information on Azena, please visit:  
www.azena.com

http://www.azena.com
http://www.azena.com
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