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I N T RO D U CT I O N

Security and Safety:
General Overview
and Trends
The Internet of Things (IoT) has reached many areas of our economy and
life and is develo-ping fast. Through advances in technology, a wide range
of devices and systems can be connected to form smart ecosystems.
These include security cameras, which are already used in almost every
commercial property today.
There is massive potential for owners and system integrators to create
signiﬁcant added value for their customers. In this white paper we want to
give you an idea of the technical possibilities and show you areas where
smart security cameras make commercial buildings not only safer, but also
help optimize operations. This beneﬁts you and your customers.

Smart surveillance is key
Powerful security cameras in sports facilities provide video data, smart
apps on the came-ras analyze data and trigger appropriate actions.
Surveillance that required complex com-puter systems in the past are now
executed directly on the devices. Handling is simple and user-friendly and
the beneﬁts are enormous. The best part is that the cameras are already
installed in many facilities.

“Smart Surveillance will get stadiums and
sports facilities ready for the IoT-powered
cities of the next decade.”
Fabio Marti
IoT Specialist
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E XC E L L E N C E I N I OT FO R S P O RTS A N D E N T E RTA I N M E N T

The Potential of IoT in
Stadiums and
Sports Facilities

#1

Improve Security
Use smart cameras to prevent violence
The surveillance of visitors and fans at sports events is a classic application
for security cameras in stadiums. Despite video technology, it is still up
to humans to recognize threats or violence in time and act quickly. This is
often a weakness of security concepts.
Security cameras equipped with powerful processors and AI can do
more than just deliver video. They are also able to automatically detect
suspicious visitor behavior and take appropriate action without human
intervention. They don’t have to be permanently installed to do this, they
can also be attached to drones, as the following example shows.
Example: Detecting violent behavior with a Drone Surveillance System
(DSS)

SO U RC E

Amarjot Singh (University
of Cambridge), Devendra
Patil (NIT Warangal
India), SN Omkar (IISc
Bangalore);
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This ﬁgure shows recognition of a violent person from different heights
(rows 1-4: 2m, 4m, 6m and 8m) with different activities (columns 1-5:
shooting, stabbing, kicking, strangling and punching). Although all people
are moving, the violent person is safely detected.

“Perhaps the most common and successful form of
technology used at football grounds are CCTV cameras,
used to catch instances of football hooliganism.”
footballnetwork .org

Dealing with crowd emotions
Event managers need to know what mood their visitors are in. On the one
hand, to avoid violence by recognising aggression at an early stage and
being able to take appropriate countermeasures. On the other hand, less
strong emotions such as disappointment and joy are conditions that you
should be aware of to actively control the visitor experience in real time.
Camera systems equipped with human emotion recognition can not only
recognize emotions of individuals, but also calculate the overall mood
of crowds and initiate measures. If necessary, for example, the stadium
spokesperson can have a verbal effect on the crowd.

#2

Improve user experience
Use smart cameras to reduce waiting times at tills and
restrooms
Similar to public transportation, for example at airports, security cameras
in the IoT can help monitor and control visitor flows at sports events. Most
stadiums are already equipped with camera systems. These only need to be
enabled to analyse video data and communicate with other IoT devices in
real-time.
Many start-ups and companies are working on developing smart apps for
cameras so that they can, for example, detect queues at checkouts and
toilets early and redirect visitors.

azena.com
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Example: Detecting queues and crowds
AI-enabled cameras count the number of people or measure waiting times
in queues, detect crowds in time and can automatically take appropriate
action to reduce the inflow.
SO U RC E

www.thewaittimes.com

Use smart cameras to create unique VIP experiences
Event management is not just about keeping out the wrong visitor. It’s also
about taking care of VIPs to whom one would like to offer a special service.
Smart cameras equipped with face recognition apps can detect premium
season ticket holders, for example, as they enter, and help increasing
retention by offering a range of VIP services, such as faster access, escort
to the VIP area, etc.
More about Face Recognition you can ﬁnd in our blog at
https://www.azena.com/insights

#3

Improve facility
operations
Use smart cameras to make parking more
comfortable
The search for parking spaces near stadiums and sports facilities can be
a challenge for your visitors. So does leaving a car park after an event if
many visitors are on their way home at the same time. Intelligent parking
concepts are designed to make parking more comfortable.

azena.com
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Networked security cameras can play an important role here: Equipped
with video analytics, they detect empty parking spaces and, connected to
a parking guidance system, guide visitors directly to free slots. In a similar
way, they can also help control the flow of trafﬁc at peak times to avoid
trafﬁc jams and long waiting times at exits.
Example: Detecting queues and crowds
With one camera equipped with speciﬁc software, you can manage
hundreds and more parking spaces simultaneously.

SO U RC E

www.pixevia.com

Other areas in which smart cameras can improve
user experience
•

Stadium analytics: Besides smart security cameras, there are other
sensors and devices on the Internet of Things that provide helpful data
for stadium manage-ment. Parts of this data can be analyzed directly
in the devices and then merged centrally in cloud applications giving
management real-time insights and helps better control security and
operations.

•

Payment: Like in other industries such as retail or transportation,
payment plays an important role in customer satisfaction. Face
recognition in combination with mobile payment can help optimize
processes, e.g. to reduce waiting times and avoid trafﬁc jams and
queues.

•

Sports Analytics: Computer vision is also very useful in sports
coaching, where cameras and video analysis help instructors improve
the performance of players and teams. In addition, smart cameras can
provide media with real-time analysis of sports events.

azena.com
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What’s in for developers and integrators?
Developers and integrators in the safety and security sector can strongly
beneﬁt from rapid technology development and growing demands in the
ﬁeld of sports events.

“… the smart stadium market forecast is projected to
reach $ 22,101.9 million by 2025, registering a CAGR of
23.19% from 2018 to 2025.”
Allied Market Research

Powerful cameras have already been installed in many stadiums and sports
facilities, and the challenge now is to turn these devices into intelligent
performers on the Internet of Things. This requires smart app developers
who give the cameras relevant skills and experts who put the innovative
concepts into practice. Demand is constantly growing.

azena.com
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E XC E L L E N C E I N I OT FO R S P O RTS A N D E N T E RTA I N M E N T

IoT Excellence for
Sports and
Entertainment

If networked security cameras are to provide the best possible support for
your commercial success, they must be planned and implemented so that
they take your company into account. The following diagram shows which
factors are at play here. They can be divided into three areas: Business,
culture and technology. Each individual criterion must be systematically
evaluated and optimized to ensure that your business can get the best
possible beneﬁts from IoT. We call this “IoT excellence“.

I OT E XC E L L E N C E E X E M P L I F I E D

The Excellence Model for the IoT in sports and entertainment
Business

Enablers
Technology

Business model

De~ices

Results
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Customer
experience
Agile
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Platform
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Strategy

Sales
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Business
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E XC E L L E N C E I N I OT FO R S P O RTS A N D E N T E RTA I N M E N T

Requirements
for IoT Technology
The four most important stepstones you need to
estabilish in order to achieve IoT excellence.
Explaining all of the criteria necessary to make the IoT a success in your
business would exceed the scope of this white paper. We therefore intend
to focus on the area of technology, and in particular networked security
cameras, and to provide a number of suggestions for planning and
implementing your own systems.

#1

Devices
Security camera manufacturers are increasingly equipping their products
with AI functionality. This is made possible by a new generation of powerful
microprocessors – known as neural chipsets – installed in the devices. As
a result, highquality cameras are already providing sufficient processing
power for complex applications, such as video analysis within the camera
itself. These technical opportunities entail specific requirements for any
hardware that you intend to use.

Requirements for IoT cameras in sports
and entertainment
Processing power: Powerful microprocessors enable complex
video analysis applications to be operated in the camera itself.
Functionality: Software applications can be installed and updated
without the camera having to be replaced.
Data protection: Data is analyzed and interpreted in real time,
which means that anonymized analytical results can be processed
exclusively, instead of video data.

azena.com

10

I NS IG H TS | 20 2 1

Using smart security cameras to deliver a superior fan experience

#2

Platforms
IoT platforms are the link between networked devices and systems that
store, process and analyze data. Moreover, platforms provide basic
functions for IoT application management and reporting. The challenge
for you as a user is to find the right platform for your needs. Today, more
than 450 IoT platforms are available, but not all are suitable for every
requirement in the transportation.

I OT E XC E L L E N C E E X E M P L I F I E D

Simplified IoT Platform Structure

A fleet of devices

Wi-Fi or Cellular
connectivity

A++s and t'ird-+arty
services

“We have developed a platform that powers
sports and entertainment to have precisely
the right infrastructure they need for IoT.”
Hartmut Schaper
CEO of Azena

azena.com
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Requirements for an IoT Platform
in Sports and Entertainment
Data Analysis The platform provides analytical tools and AI applications
in order to extract the greatest benefit from IoT data.
Edge Functions: These are an important component of decentralized data
processing, enabling networked devices to analyze data onsite.
Data Exchange: Data can be exchanged with other systems
via standard interfaces.
Development Environment for Apps: The platform provides development
tools and standards for prototyping, reporting and access management.
Marketplace for IoT Applications: Apps for a wide range of functions
are very straightforward to install and test on networked devices.
Device Management: Functions and software on IoT devices
from different manufacturers can be centrally managed and maintained
using a standard operating system.
Connectivity: Various protocols and data formats are merged
in a common software interface to enable the flow of data between
the networked devices.

#3

IoT Applications
There are already numerous IoT applications for security cameras available
for you to choose from, the majority of which are operated in the devices
directly. Although in the past this would have meant high installation and
maintenance costs, applications are now simple to install and update –
much like the apps for your smartphone found in app stores.
The operating systems that these ap-plications run on are also very similar
to those on smartphones, and some are even based on Android or iOS,
for example.

azena.com
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Requirements for IoT Apps
Standards: Quality standards for app development and a standard
operating system in the app store ensure high quality and compatibility
for the apps.
Installation & Updates: Installing and updating via an app store
simplifies the testing process for applications while minimizing risk.
Parallel Operation: Multiple apps can be used in parallel
on a single security camera.

#4

Security
In order to protect IoT systems in your company against attacks
and manipulation by third parties, applications must meet high security
standards. You should therefore only source apps from developers
who comply with these standards. Furthermore, the IoT platform that
you use should guarantee a secure flow ofdata between the devices
and applications.

Requirements for IoT Apps for Security
Data protection: Data is analyzed and interpreted within the cameras
immediately, which means that anonymized analytical results can be
processed exclusively, instead of video data.
Data transfer: The flow of data within the IoT platform should have
end-to-end security against outside access and manipulation.

Ensuring security for smart
platforms is vital to create
excellence in the use of IoT.

azena.com
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The First Steps
Toward IoT Excellence
Many IoT projects fail because users aim
to achieve too much all at once.
It is best to plan and implement your projects in small, predictable stages
– especially if you are new to using the IoT with security cameras. Start
with projects that deliver success quickly and with low risk. This approach
allows you to gather initial experience and continue to develop your IoT.
The technology strategy you employ for your IoT must take into account
and document all business, technical and operational requirements and
limitations. In addition, your strategy should take into account not just
current but also future business requirements and adapt to business and
technological changes. The following overview outlines the phases, tasks
and activities involved in implementation.

Simple Steps Towards Implementing IoT

1

PREPARE

Define usiness o´ectives
Assess skill gaps and uild tea«
Define success criteria

Setup IoT ØoÎ
Engage IoT architects
Define reerence architecture

2

DEFINE

Define delivery approach
Define security solutio
Develop prototype

Evaluate prototype
Refine architecture
Assess risks and mitigation approach

3

DE¦E]OP

Device specification, aricatio
Provider evaluation, engagement

Platorm integratio
Testing

4

DEP]OY

Provision devices
Integrate data, applications

Deploy management solutio
Measure

5

OPERATE

Maintenance
Automatio
Monitoring

Measure achievements
Fine tune solution, architecture, processes
Scale up

azena.com
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LO O K I N G A H E A D

Outlook: impressive
market potential and
good opportunities for
IoT applications in the
image processing sector
SO U RC E S

About the EFQM-model.
IoT-Excellence model from
Tresmo.

Deloitte forecasts that the German market for IoT applications alone
in the B2B sector will reach a volume of around 50 billion euros by 2020.
And although there are no concrete figures for the safety and security
sector or even for the subset of camera-supported security applications,
one thing is clear:

We find a market here that promises extremely
interesting sales potential and opens up immense
opportunities thanks to an app platform to be created.
Compare Jeffrey Lee: How
to Choose the Right IoT
Platform: The Ultimate
Checklist.

The processing of visual data can create great added value for security
applications, for example in retail, in industry 4.0 in smart cities and in
public spaces.

Expert interviews,
McKinsey Global
Institue Analysis

Azena built a software-based, globally available ecosystem for the
development of IoT applications in the booming field of security cameras.
The Azena operating system is framed by a platform that offers a secure
and scalable marketplace for security and safety apps, also being used for
“beyond security” scenarios, such as Business Intelligence use-cases.

McKinsey Global
Institue Analysis
zmshv
/ shutterstock.com
Jaiz Anuar
/ shutterstock.com
©iStockphoto.com/
shansekala
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About us
At Azena, we connect camera manufacturers, SoC
providers, application developers, VMS providers,
and systems integrators through a game-changing
platform. Our goal is to accelerate the speed of
innovation for security cameras and applications that
make use of AI and computer vision.
Azena is a fully owned but independent Bosch company head-quartered in
Munich, founded in September 2018.

Our Platform
We have designed a global platform for security
camera applications.
Today, we offer a free and open operating system for security cameras,
a development tool kit for app developers and an Application Store for
integrators as well as a device management portal.
For more detailed information on Azena, please visit:
azena.com

azena.com

16

I NS IG H TS | 20 2 1

Using smart security cameras to deliver a superior fan experience

Imprint

Security and Safety Things GmbH
Sendlinger Straße 7
80331 München, Germany
Phone: +49 89 6290-2929

VAT I D #
D E 31 7 555 1 0 0

Board of Management

Register Entries

Stefanie Grimm
Hartmut Schaper

Registration Court:
Amtsgericht München,
HRB 243507

Security and Safety Things
GmbH 2021
All rights reserved

17

azena.com

Security and Safety Things
GmbH 2021
All rights reserved

